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(54) Method and apparatus for the secure distribution of encryption keys 

(57) Apparatus for transferring the encryption key in 

a secure way, to facilitate establishing a secure commu- u 
nication link, comprises a key management device 
attaching to each user's encryption machine for the pur- 
pose of key distribution, and a secure encryption key 
distribution center. A key management device is 
attached to each user's encryption machine, containing 
a list of secure communication partners and their 
respective encryption keys. The encryption key and 
other parameters are transferred automatically to the 
encryption machine. The called machine receives the 
caller identification, and the encryption key and other 
parameters are transferred automatically. The device 
displays to each user the true, reliable identity of the 
other party. If the desired addressee data is not found in 
the local data list, the key management device connects 
a secure key distribution center. The communication 
with the key distribution center is protected by encryp- 
tion using the public key method. The key distribution 
center creates, for each user, a "certificate" which 
includes the user public key, user identification and 
issue date, all encrypted with the center's private key. 
The certificate can be used to access a multitude of 
remote databases or other information services on an 
irregular basis, without the need to subscribe to all of 
them. It may be also used for secure payment over inse- 
cure links using credit cards and/or for caller identifica- 
tion. The certificate method is used for flexible 
authorization schemes, to indicate changing time period 
of validity or authorizations/ permits. 
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Description 

The invention relates to safe public communication 
systems which include means for secure distribution of 
the encryption key and the communication parameters. 5 

Various devices and methods were devised for 
secure voice and/ or data communication for public use. 
using analog or digital encryption means. Common to 
the various encryption methods is the use of an encryp- 
tion key, which provides a higher level of protection io 
together with flexibility and standardization. Public key 
encryption, by using separate encryption and decryp- 
tion keys, offers better protection for encrypted mes- 
sages. 

A public key cryptographic system and method was dis- 15 
closed in Merkle-Heilman U.S. Patent No. 4,218,582; 
the RSA (Rivest- Shamir- Adleman) encryption system 
and method was disclosed in U.S. Patent No. 
4,405,829. 

With the proliferation of encryption machines in 20 
commerce and for private use, a situation arises 
wherein a user desires to establish a secure communi- 
cation link with another user having an encryption 
machine. 

The user poses a problem: How to exchange the 25 
encryption keys in a secure way, to establish the secure 
link. If the key is compromised, then the whole commu- 
nication is compromised, and the encryption is useless. 
This is a vicious circle, since a secure link is required to 
transmit the key to begin with; but, since the other party 30 
doesn't have yet the key, the secure link can t be used to 
transmit the key itself. 

Furthermore, data communication systems face the 
dangers of eavesdropping and impersonation, with the 
associated risks of the key being intercepted or a false 35 
key being transmitted by an impersonator. Accordingly, 
means are required for secure key distribution, this 
being an essential requirement for the widespread use 
of encryption machines, that is for establishing a secure 
link between parties which had no previous secure com- 40 
munications therebetween. 

The security of the encryption process depends on 
the security of the encryption key, which depends on the 
security of the key distribution means; therefore, special 
means are required to provide a higher level of protec- 45 
tion for the key distribution means itself. 

A directory of public keys could be used, but a fixed 
list cannot cope with the fast changing situation in this 
area, with new users joining continuously, users chang- 
ing address and users changing keys for better protec- so 
tion. 

Various attempts at solving the key dissemination 
problem were devised, for example PGP maintains a 
public server containing a list of public keys. PGP server 
accepts and maintains a file with a collection of identrfi- 55 
cation packages (KeylD). Each identification package 
includes the name and details of a key holder, together 
with his/her public key, which are signed (authenticated) 



by a third party which encrypts the package with his/her 
private key. 

Another party desiring to communicate with such a 
key holder searches for an identification package 
signed by someone known/ accepted by them, thus 
"ensuring" that that is the true key, which truly belongs 
to the person as claimed; the third party is 
"known/accepted" in the sense that the caller believes 
that its encryption key pair are as claimed and are not 
compromised. Since any single third party may be 
unknown to the other party, said key holder submits a 
plurality of identification packages to the PGP server, 
each signed by a different third party; another party 
looking for a reliable encryption key has to desiring to 
communicate with search all the packages belonging to 
that key holder, until he finds one signed by a third party 
known to him. 

Thus, the PGP server maintains a file with a collec- 
tion of identification packages for a multitude of users, 
and with a plurality of packages for each user. Thus it 
may be difficult to keep this vast quantity of information 
to disseminate it to users. 

Another key dissemination method is employed by 
VeriSign, which distributes digital "certificates" valid for 
a long time period, for example 5 years. 

A certificate includes the name and additional infor- 
mation for a user, together with the public key for that 
user and the expiry date of the certificate, all encrypted 
with the private key of the issuing authority. Another cer- 
tificate is issued to that first issuing authority by a higher 
second authority, and so on. This is a hierarchical 
authorization structure, with a user bringing signatures 
from persons/ entities at several levels, until a level high 
enough is reached which is also part of the hierarchy of 
the calling party. 

A great effort is put into ensuring the identity of a 
user before issuing a certificate, and in keeping the cer- 
tificates; however, a certificate once issued may be 
compromised during its long lifetime, in which case it is 
difficult to replace. The center has no control over the 
use of an issued certificate while the certificate is still 
valid, during the long period as set at issue time; only 
the "black list" at the center may give a warning to that 
effect, but that can only prevent communications. A reli- 
able key has yet to be exchanged between the parties, 
which is difficult in this case. 

RSA Data Security Inc. offers another system 
including a center which issues certificates, that is dig- 
ital documents containing the name and details for a 
user, together with his/her public key and an expiration 
date, all encrypted with the private key of the center. 
The expiration date is a weak link for this system since, 
as the key approaches its expiry date, the chance of its 
being compromised increases, and more verification 
requests will be placed with the center. 

If a key is compromised, it is practically impossible 
to remove it from the server; PGP and RSA only keep a 
second list (the black list) of disabled or canceled keys, 
but this is a cumbersome and inefficient method. 
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If the private key of the RSA or other similar centers 
is compromised, this results in a "catastrophe" , since 
anyone can impersonate other users. 

Another user of public key encryption is the PC Fax 
program package offered by Microsoft for the transmis- 
sion of FAX messages. The FAX may be encrypted 
using a password or a digital key. Again, they face the 
same problem of reliable key dissemination. Microsoft 
advises to exchange diskettes containing the key, 
clearly a difficult to use method. A public key can be 
exchanged by communication means, and again there 
is the problem of identifying the other party- how one is 
to know that the answering party is truly the person it 
claims to be. 

Caller identification is a problem encountered in various 
situations in the modern period of widespread use of 
global communications and information exchange. 

It is an object of the present invention to provide an 
apparatus and method for transferring the encryption 
key in a secure way, to facilitate establishing a secure 
communication link, comprising a key management 
device attaching to each user's encryption machine for 
the purpose of key distribution, and a secure encryption 
key distribution center providing the service of secure 
encryption key dissemination to authorized users. 

This object is achieved by a key distribution center 
as disclosed in claim 1 and by a method as disclosed in 
claim 5. 

According to one aspect of the present invention, 
there is provided a key management device attaching to 
each user's encryption machine, containing a list of 
secure communication partners and their respective 
encryption keys and parameters. To initiate a secure 
link session, the user keys in the identification of the 
desired addressee; if the details of that addressee are 
stored in the communication partners data list, then the 
encryption key and other communication parameters 
pertaining to that person are transferred automatically 
to the encryption machine, and the secure link is estab- 
lished. 

Likewise, if this machine is accessed by another 
user's device, then the other device transmits its identi- 
fication, and again the encryption key and other com- 
munication parameters are read from the list and 
transferred automatically to the encryption machine. 
A display is used to display to each user the true, relia- 
ble identity of other party, as established during the 
secure link setup. 

According to another aspect of the present inven- 
tion, if the desired addressee data is not found in the 
secure communication partners data list, then the key 
management device automatically connects a secure 
key distribution center, to get the encryption key and 
parameters for that addressee. This data is then trans- 
ferred to the encryption machine and is also stored in 
the local list for future use. 

According to a third aspect of the present invention, 
the communication with the key distribution center is 
protected by encryption using the public key method. 



The encryption key request is transmitted to the center 
after encryption with the center's public key; the center 
uses its private key to identify the inquirer and the 
addressee, and then transmits the desired information 

5 after encryption with the inquirer's public key. 

Thus, only the center knows who asked what infor- 
mation, this preventing center impersonation; only the 
inquirer can decrypt the answer, thus an eavesdropper 
can't use the information. Furthermore, by providing 

w only the public key of the desired addressee, a higher 
level of protection is achieved, since even if the key is 
compromised, the encrypted message using that key is 
still protected, since the private key was not disclosed. 
According to a fourth aspect of the present inven- 

75 tion, a secure encryption key distribution center is dis- 
closed, performing the key distribution process as 
detailed hereinbefore, when addressed by a user's key 
distribution device. Also disclosed is a system including * 
a plurality of such centers, connected in a wide area 

20 network for fast updating of key information so all the 
centers provide identical, updated information. 

According to a fifth aspect of the present invention, 
the key distribution center creates a "certificate" , that is ^ 
a digital safe key/ identification package for each user. 

25 The certificate can be used in an open link transaction \ 
between users for the secure link establishment. 3 
Each certificate includes the public key for a user, 
together with identification information for that user and 
the issue date, all encrypted with the private key of the 

30 key distribution center. 

The algorithm is based on a public key algorithm which 
is symmetrical with respect to the encryption and - 
decryption keys, using package encryption with the pri- -,\ 
vate (decryption) key of the key distribution center. 

35 Unlike other key distribution systems, in the present 
invention there is no need to keep local lists of other 
users keys; during the link setup transaction, each party 
sends its certificate to immediately and reliably estab- 
lish its identity. 

40 According to a sixth aspect of the present invention, 
the certificate can be frequently changed, to maintain a 
high level of security. This protects the information if the 
user's key is compromised, and also provides for easy 
recovery if the private key of the center itself is compro- 

45 mised; this is a catastrophic situation for other systems. 
According to a seventh aspect of the present inven- 
tion, the certificate can be used to access a multitude of 
remote databases or other information services on an 
irregular basis, without the need to subscribe to all of 

so them. The method involves the user to present a certifi- 
cate issued to him by the center, including an authoriza- 
tion to access databases and an optional list of 
permitted operations therein. 

According to an eighth aspect of the present inven- 

55 tion, the certificate may be used for secure payment 
over insecure links, for example the Internet. The credit 
card information is protected from unauthorized use by 
the seller or third parties participating in Internet for 
example, by the inclusion of the credit card information 
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in the encrypted certificate, with that certificate capable 
of being decrypted only by the authorized party, the 
credit card issuer for example. 

According to an ninth aspect of the present inven- 
tion, the certificate may be used for caller identification, 
with the subsequent communication being either 
encrypted or not. Caller identification is implemented by 
the exchange of certificates as detailed. Applications 
include Caller identification may be beneficial in a wide 
variety of applications, for example telephone and fax, 
cellular/wireless phone, computer communications, 
remote control/ base station, access control. 

According to an tenth aspect of the present inven- 
tion, the certificate allows to implement flexible authori- 
zation schemes, for example its time period of validity 
may be limited as desired, according to application and 
circumstances. Another implementation is to include a 
list of authorizations or actions permitted for that user to 
do, or databases to access, or permitted operations in 
those databases. 

Thus, the present invention facilitates secure com- 
munications between users having encryption 
machines which had no previous secure communica- 
tions therebetween; furthermore, the invention provides 
protection for database services providers and these 
services' users, by facilitating user authentication and 
selective (encrypted) data dissemination. Furthermore, 
the invention provides for reliable caller identification for 
encrypted or nonencrypted communications. 

Further objects, advantages and other features of 
the present invention will become obvious to those 
skilled in the art upon reading the disclosure set forth 
hereinafter 

The invention will now be described by way of 
example and with reference to the accompanying draw- 
ings in which: 

Figure 1 is a description of the overall structure of 
the encryption key distribution system. 

Figure 2 details the key management device con- 
nected to a user's encryption machine for analog 
communications. 

Figure 3 illustrates the key management device 
connected to a user's encryption machine for digital 
data communications. 

Figure 4 details the key management device struc- 
ture. 

Figure 1 illustrates an example of the overall struc- 
ture of the encryption key distribution system, a user 
encryption facility 1 comprises an encryption machine 
21 and a key management device. 
Encryption machine 21 includes plaintext channel 211 
to communicate with the local user, and ciphertext 
channel 212 connected to another user through a 
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standard communication channel 213, using wired or 
wireless communication means. 

The key management device includes key manage- 
ment controller 314 and channel interface 41 . 

5 The operation of the system components will now be 
detailed, assuming the initiator is facility 1 and the 
addressee is user encryption facility 3. The user enters 
the details of the desired addressee through channel 
313, which may consist of a local keypad or a link to a 

10 computer. 

This is the identification of the person or facility to 
establish a communication link with. If the keys for that 
addressee are found in the local list in controller 314, as 
detailed below with reference to Fig. 4, then key setup 

15 channel 311 is used to transfer the encryption and 
decryption keys for that addressee, together with 
optional additional parameters from key management 
device 314, to encryption machine 21, said keys being 
subsequently used by encryption machine 21. 

20 The encryption and decryption keys consist of dig- 
ital bits or words in serial or parallel form, usable for 
encryption or decryption using known methods like DES 
or public key algorithms like the RSA method. 

If the keys for the desired addressee are not found 

25 in the local list, then key management controller 314 
automatically connects the secure encryption key distri- 
bution center 11 through key distribution channel 103, 
and sends an inquiry message asking for the public key 
for the addressee, facility 3 in this example, the mes- 

30 sage being encrypted with the public key for center 1 1 . 
Key distribution channel 103 is a communication chan- 
nel used for that purpose. 

Center 1 1 decrypts the message, verifying the iden- 
tity of facility 1 in the process; the answer is sent to facil- 

35 ity 1 , encrypted with the public key for that facility The 
method used for facility 1 identification is detailed below, 
see step 3b of the key distribution center 1 1 algorithm. 

Facility 1 can now access facility 3, to initiate a 
mutual identification and key and parameters setting for 

40 a secure communication session. 

The communication path consists of controller 314, 
through data initiation channel 312, encryption in 
machine 21, through ciphertext channel 212, channel 
interface 41, communication channel 213 connected to 

45 communication channel 233 at facility 3, to channel 
interface 43, through ciphertext channel 232, decryption 
in machine 23, through data initiation channel 332, to 
controller 334. 

Key setup channel 31 1 is used in facility 1 during an 

so initiating procedure before the abovedetailed communi- 
cations, to load the encryption and decryption keys in 
machine 21 from controller 314. 

Similarly, channel 331 in facility 3 is used to load the 
encryption and decryption keys in machine 23 from con- 
55 troller 334. 

Channel interface means 41 includes means for 
performing functions as required by communication 
channel 213, like phone dialing, signal level control, 
impedance loading. 
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Interface unit control 812 is used by controller 314 
to control the channel interface means 41 , according to 
the operating mode and link establishment stage, as 
detailed below. 

Facility 3 also includes plaintext channel 231, 
ciphertext channel 232 connected to communication 
channel 233, addressee details channel 333, interface 
unit control 832, key distribution channel 107. 

A secure encryption key distribution center 11 is 
connected to a multitude of user encryption facilities, 
two of these being designated as 1, 2 in Fig. 1. 
Center 1 1 uses key distribution channels designated 
101, 102, 103, 104. Center 11 includes a (not shown) 
computer including a list of users with their respective 
public keys and other data: each user's phone number 
and address, last update date, whether a dialer/ user 
automatic identification is to be performed. The compu- 
ter also controls the various activities in the center with 
the encryption machine, the channel interface and the 
local operator. 

The computer also includes an interface to operator 
(not shown) for status or warnings display, control and 
manual keys update. 

Channel interface means (not shown) in center 1 1 are 
similar to channel interface means 41 in facility 1 as 
detailed above, including means for performing func- 
tions as required by communication channels 101, 
110... like phone dialing, signal level control, impedance 
loading. Since center 1 1 is capable of connecting simul- 
taneously to numerous users, a channel interface hav- 
ing this capability is used, as known in the art. 

Encryption machine means (not shown) in center 
1 1 are similar to that in facility 1 . Faster, more powerful 
machines may be used for higher throughput. 

Facility 2 comprises encryption machine 22 and key 
management controller 324, with interface unit control 
822, channel interface means 42, communication chan- 
nel 223, data initiation channel 322, used in facility 2 to 
communicate with facility 1 or any other user. Facility 2 
also includes encryption machine 22, key management 
controller 324, plaintext channel 221 , ciphertext channel 
222, addressee details channel 323, key distribution 
channel 104. Channel 321 is used to load the encryp- 
tion and decryption keys in machine 22, from controller 
324. 

Likewise, key distribution center 12 is connected to 
a multitude of user encryption facilities, like facility 3, 
using key distribution channels designated 105, 106, 
107, 108, 109. All the centers 11, 12, ... contain the 
same list of encryption keys. 

Inter-center links 110,111,112 are used to connect 
the key distribution centers for key data updates, using 
a digital, secure (encrypted) format. 
Thus, after a user updates his/ her key with the local 
center, the lists in all the centers are updated automati- 
cally, to provide updated information to all the system's 
users. 

Thus, the abovedetailed apparatus and method for 
transferring the encryption key allow to establish a 



secure communication link between two facilities with 
encryption machines. 

Moreover, reliable identification of the parties to a new 
communication session can be performed, that is each 

5 party can ascertain the identity of the other party. The 
reliable identification can be performed between parties 
which had no previous communications therebetween, 
the parties being strangers to each other and at sepa- 
rate locations, remotely located; the identification proc- 

w ess uses the same data communication (ink as the data 
communication to be performed after the identification 
stage. 

Furthermore, each user equipment can include a 
key generation machine, that is a processor which 

75 accepts a random number from the user and generates 
a key pair (a public key and a private key). Only the pub- 
lic key is transmitted to the center or otherwise dis- 
played; the private key is kept secret, inside the 
machine, and is only used to decrypt or encrypt mes- 

20 sages. 

This apparatus and method allow to generate new keys 
whenever the user so desires, and the private key is 
securely kept. 

Additional physical key protection means can be 
25 used, for example the key generation machine is 
mounted in a cellular telephone; the user personally 
keeps that telephone, thus ensuring that the private key 
is safe. 

For the use of the invention in a cellular telephone, 

30 another implementation is not to include the key pair 
generating machine in the telephone; the user can go to 
a cellular telephone company center to compute there 
and load new keys, for example by connecting to termi- 
nals in that center. 

35 Another implementation uses an external key gen- 
erating machine carried by a cellular telephone repre- 
sentative. The machine has the processing ability 
required for key generation, but has no internal memory 
to keep the generated keys. Thus, the machine is con- 

40 nected to a cellular telephone, it generates the key pair 
and transfers the keys to the cellular telephone. 

Since the machine cannot keep the keys, only the 
user of that cellular telephone has the key pair, thus the 
keys cannot be compromised even by the telephone 

45 company personnel. 

This method for user authentication and selective 
data dissemination can be used in financial transac- 
tions, for example to pay with credit cards through inse- 
cure links, and where the payee himself may be 

so unreliable as well. An unreliable payee cannot make 
unauthorized use of the information in the card, since 
that information is encrypted and is not available to him/ 
her. 

The method can be used to establish cellular phone 
55 links, while preventing an impersonator from stealing 
phone communication rights from the legitimate tele- 
phone owner. The method can be used as well to pro- 
tect wireless remote control devices (for example car 
locks or garage openers). 
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The operation of the key management device was 
described in the context of the whole secure communi- 
cation system. 

The algorithm for each of the system components 
will now be detailed, assuming the addressee is user s 
encryption facility 3 comprising an encryption machine 
23, key management controller 334 and interface 43. 
These algorithms are executed concurrently or sequen- 
tially. 

The algorithm for connection initiating device 314 w 
comprises the following steps: 

1a. Device 314 receives the addressee 3 details 
through channel 313 

2a. If the addressee 3 details are found in the local is 
list, then: the encryption and decryption keys are 
transferred to machine 21 through channel 311; 
jump to step 7a (No need to contact the key distri- 
bution center 1 1 ) 

3a. The desired addressee 3 details, together with 20 
identification details for facility 1 and a group of ran- 
dom bitsy ar^enerypted using the, public key for key 
distribution center 11 to form an inquiry message. 
Communication channel 103 is established with 
center 11, and the encrypted inquiry message is 25 
send to center 1 1 (which then performs steps 1b to 
5b and 7b, or 1b to 3b and 6b, 7b, as detailed 
below) 

4a. The answer from center 1 1 (step 5b there) is 
decrypted using the private decryption key for facil- 30 
ity 1 . That answer contains the public key for the 
desired addressee 3 and the group of random bits 
sent to center 1 1 ; 

5a. If the received group of random bits are not 
identical to the transmitted random group, then 35 
jump to step 6a (Answer from impersonator); other- 
wise the answer is accepted as legitimate, then: the 
public key contained therein is transferred to 
machine 21 through channel 31 1 , together with the 
private key for facility 1; update local keys list with 40 
the key received from center 1 1 ; jump to step 7a 
6a. Display message: Failure to get public key for 
desired addressee; Stop 

7a. Prepare an initial message for facility 3, com- 
prising data identifying facility 1 and a group of ran- 45 
dom bits, encrypted with the public key for facility 3 
8a. Use channel interface 41 to access facility 3 
through channel 213, which is connected to chan- 
nel 233 at facility 3. Send initial encrypted message 
to facility 3 (facility 3 performs then steps 1 c to 9c or so 
part of these steps, according to its algorithm 
detailed below) 

9a. Caller/ addressee identification: Receive mes- 
sage from facility 3, decrypt with the private key for 
facility 1, extract the group of random bits sent to ss 
facility 3 and compare with the group sent; if not 
identical, then jump to step 10a; otherwise: encrypt 
the received random bits generated in facility 3 with 



the public key for facility 3 and send the encrypted 
message to facility 3; jump to step 1 1a 
10a. Display message: Addressee identification 
failed; Stop 

11a. Display message indicating successful link 
establishment; End 

The algorithm for key distribution center 11 com- 
prises the following steps: 

1b. Distribution center 11 receives encrypted 
inquiry message from facility 1 through channel 
103, together with automatic dialer identification 
data received 

2b. The message from facility 1 is decrypted using 
the private decryption key for center 1 1 . 
3b. The inquirer identification contained in the mes- 
sage is compared with the automatic dialer identifi- 
cation data received. If in disagreement, then jump 
to step 6b 

4b. Compile an answer message comprising the 
desired addressee public key and the group of ran- 
dom bits received; encrypt using the public key for 
facility 1, that key being stored in the center 11 
database together with the other encryption (public) 
keys 

5b. Send the encrypted message to facility 1 ; jump 
to step 7b 

6b. Display warning message: Illegitimate access 
event 

7b. Store details of transaction for optional future 
audit; End 

The algorithm for the addressed device 334 com- 
prises the following steps: 

1c. Controller 334 receives an initial message 
through channel 233, interface 43, channel 232, 
decrypted in machine 23, through data initiation 
channel 332; this is the initial message from facility 
1. The message is decrypted with the private key 
for controller 334, to extract the message including 
facility 1 identification and the random bits group; 
2c. If the details for facility 1 are found in the local 
list, then: the encryption and decryption keys are 
transferred to machine 23 through channel 331; 
jump to step 7c; 

3c. The facility 1 details are encrypted using the 
public key for key distribution center 12, together 
with identification details for facility 3 and a group of 
random bits. Communication channel 107 is estab- 
lished with center 12, and the encrypted message 
is send to center 12, similar to the abovedetailed 
facility 1 inquiry of center 1 1 ; 
4c. The answer from center 12 is decrypted using 
the private decryption key for facility 3. That answer 
contains the public key for facility 1 and the group of 
random bits sent to center 12; 
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5c. If the received group of random bits are identical 
to the transmitted random group, then: the answer 
is accepted as legitimate; the public key contained 
therein is transferred to machine 23 through chan- 
nel 331, together with the private key for facility 3; 
update local keys list with the key received from 
center 12; jump to step 7c 

6c. Display message indicating failure to get public 
key for facility 1 ; Stop 

7c. Caller/ addressee identification: Compile a 
group of random bits, add to the random bits 
received from facility 1 and encrypt using the public 
key for facility 1; send the message to facility 1 
through interface 43 and channel 233; receive the 
answer from facility 1, decrypt with the private key 
for facility 3, and compare with the initial group sent; 
if identical, then jump to step 9c 
8c. Display message: Caller identification failed; 
Stop 

9c. Display message indicating successful link 
establishment; End 

For performing these algorithms and related func- 
tions, each facility of initiator/ addressee can perform in 
one of the following modes of operation: 

1. Initiate clear link communications with another 
facility 

2. Initiate encrypted link communications with 
another facility 

3. Accept clear link establishment with another facil- 
ity 

4. Accept encrypted link establishment with another 
facility 

5. Initiate encrypted link with key distribution center 
to get other's key 

6. Initiate encrypted link with key distribution center 
to update own key 

recording in the center's list 

7. Key update: prepare pair of keys; update both in 
local lists; send only public key to center. 

8. Key input through [local] keypad, barcode reader, 
tape reader, magnetic tape reader, voice, another 
serial communication channel like RS-232 9. Key 
input from another facility, when that facility 
changes its keys and sends the new public key to its 
known addressees (according to the local keys list 
of that facility) 

The abovedetailed algorithms, being implemented 
by the key distribution channel, the communication initi- 
ator 314 and the addressee 334, provide the benefit that 
the communication with the key distribution centers 1 1 , 
12 is protected by encryption using the public key 
method. 

Thus, the encryption key request is transmitted to the 
center 1 1 after encryption with the center's public key, 
such that only the center 1 1 can decrypt the message 



using its private key. to identify the inquirer 314 and the 
addressee 334. 

Safe communications are achieved since only after 
inquirer authentication, center 1 1 transmits the desired 
5 information after encryption with the inquirer 314 public 
key. 

Thus, only the center 1 1 knows who asked what 
information, this preventing center impersonation; only 
the inquirer 314 can decrypt the answer, thus an eaves- 

io dropper can't use the information. 

Furthermore, by providing only the public key of the 
desired addressee 334, a higher level of protection is 
achieved, since even if the key is compromised, the 
encrypted message using that key is still protected, 

75 since the private key for 334 was not disclosed. 

Additionally, a secure encryption key distribution 
center 1 1 structure and operation was disclosed for per- 
forming the abovedetailed key distribution process. 
Fig. 1 also details a system including a plurality of 

20 such centers, detailed as 11, 12 there, connected 
through links 110, 111, 112 in a wide area network for 
fast updating of key information. 

Fig. 2 details the structure and operation of a key 
management device connected to a user's encryption 

25 machine 21 for analog communications. 

The key management device comprises controller 
314, dialer/modem 315 and data switch 51 . 
Controller 314 receives the details of the desired 
addressee through channel 313, and scans a list of 

30 known communication partners in its internal memory 
(not shown). 

If the keys for the desired addressee are not found 
in the local list, then controller 314 automatically con- 
nects the secure encryption key distribution center 
35 using dialer/modem 315, through channel 316 and 
channel 103. 

The illustrated implementation uses a modem/dialer 
315 having two outputs. Controller 314 includes digital 
encryption means (not shown) for secure communica- 
te tion with the key distribution center through channel 
103. 

Data switch 51 connects the key management 
device channel 317 to communication channel 213 dur- 
ing the secure link setup stage. 
45 During the subsequent communication stage, switch 51 
connects encryption machine 21 to communication 
channel 213. 

Controller 314 performs the stages of the secure link 
establishment and controls the state of switch 51 
so according to the abovedetailed algorithms. Channels 
211, 212, 311 were already detailed, with reference to 
Fig. 1 . 

Fig. 3 details the structure and operation of a key 
management device connected to a user's encryption 
55 machine 21 for digital communications. The key man- 
agement device comprises controller 314, dialer 315A 
and data switch/ matrix 61 . 

Controller 314 receives the details of the desired 
addressee through channel 313, and scans a list of 
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known communication partners in its internal memory 
(not shown). 

If the keys for the desired addressee are not found 
in the local list, then controller 314 automatically con- 
nects the secure encryption key distribution center (not 
shown) using dialer 315A, through channels 316, 317 
and 103. This implementation uses a dialer 31 5A hav- 
ing one output. Controller 314 uses digital encryption 
machine 21 for secure communication with the key dis- 
tribution center through channel 103, using plaintext 
channel 31 1 and ciphertext channel 212. 

Data switch/ matrix 61 connects channel 212 to 
channel 103 for communication with the key distribution 
center; it connects channel 212 to channel 213 during 
the secure link setup stage and during the subsequent 
secure communications session. 

To establish a link with the key distribution center or 
with the addressee facility, switch 61 connects dialer 
315Ato channel 103 or channel 213 respectively, under 
controller 314 control. Controller 314 performs the 
stages of the secure link establishment according to the 
abovedetailed algorithms. The operation of channels 
21 1 , 312 was already detailed. 

Fig. 4 details another implementation of the key 
management device, for use with an analog encryption 
machine without dialing capability nor digital communi- 
cations capabilities. A telephone dial line 103A is used 
both for communications with the key distribution center 
and the desired addressee. The key management 
device comprises controller 314, dialer 31 5A, enci- 
pherer 318, decipherer 319 and data switch/ matrix 61. 
Controller 314 receives the details of the desired 
addressee through channel 313. 

If the keys for the desired addressee are not found 
in the local list, then controller 314 automatically con- 
nects the secure encryption key distribution center 
using dialer 315A, through channels 315B, 315C and 
103 A. Controller 314 uses digital encryption means 318 
and decryption 319 for secure communication with the 
key distribution center through channel 103 A. 

Data switch/ matrix 61 connects channel 382 or 392 
to channel 103 A for data communication with the key 
distribution center or the addressee; it connects channel 
103A to channel 31 5C during the dialing period. 
Data switch/ matrix 61 operation is controlled by control- 
ler 314 through channel 341 . 

Controller 314 performs the stages of the secure 
link establishment according to the abovedetailed algo- 
rithms. After the successful link establishment, control- 
ler 314 transfers the encryption and decryption keys to 
the encryption machine to be used for the secure com- 
munication session, through channel 311, then sets 
switch 61 to connect ciphertext channel 212 from the 
encryption machine to communication channel 103 A. 
Controller 314 uses channels 381 and 391 to connect to 
encryption means 318 and decryption means 319 
respectively. 

There are a wide variety of applications for the 
abovedetailed key distribution system. 



For example, in database systems, the encryption 
protects both the database and the user; by using 
encryption, user authentication can be performed, thus 
controlling information distribution only to qualified 

5 users. Moreover, the encrypted information can only be 
used by the legitimate customer. This also protects the 
legitimate user from unjustified bills resulting from an 
impersonator using the database. 

Various implementations of the abovedetailed sys- 

io tern will become apparent to persons skilled in the art. 
For example, Fig. 1 details a system implementation 
using separate channels for key distribution (103) and 
for communications with another user (213); a different 
implementation may use the same channel for both pur- 

15 poses. 

Communication channels 213, 103, .. may consist 
of fixed links set up for that purpose, like point to point 
wired connections or wireless links at predefined fre- 
quencies, or of temporary links like phone dial connec- 

20 tions set up specifically for the designated functions and 
disconnected after the communication session comple- 
tion. The channels 212, 103... may then contain the tel- 
ephone exchanges, wiring, wireless components and 
multiplexers and/ or related components of the phone 

25 system known in the art. 

Communication channels 212, 103, .. may consist of 
wired and wireless links, like satellite or cellular commu- 
nications, LAN or WAN systems. 

Various algorithms implementations will occur to 

30 persons skilled in the art, for example in case of link 
establishment failure and key obtained from local list; 
then a key inquiry procedure is initiated with center 1 1 , 
since the addressee details in the local list may be 
obsolete; the key from center 1 1 is compared with the 

35 key in the local list; if not identical, then: update local list; 
try again to establish link. 

A procedure to update encryption keys may be peri- 
odically initiated at each facility, the procedure compris- 
ing key pair computation, local list update and sending 

40 the public key to center 11 through a secure link and 
using a secure procedure; optionally, the new key may 
be transmitted to the known addressees as found in the 
local list. 

In another implementation of the abovedetailed 
45 system operation, open communications (not 
encrypted) and without self identification, are used to 
inquire the center about the desired addressee's key 
and to receive the center's response. 

The danger of impersonation or disinformation by 
so the center or the addressee are minimal, since the 
center doesn't know the identity of the inquirer, so no 
selective attack can be performed, against a specific 
facility; if a false key is given, this will only result in the 
authentic addressee not being able to respond; there- 
55 fore the handshake will fail and the communications will 
not take place, thus preventing the protected data from 
being transmitted to an undesired destination. 

In another implementation of the present invention, 
key distribution center 11 creates a digital safe key/ 
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identification package, as detailed below. The method 
uses a symmetrical public key algorithm, that is either 
the encryption or the decryption key can be used for 
message encryption, with the other key being used for 
decryption. 

A user, for example facility 1, inquires the center 11 
about its own (facility 1) public key; center 1 1 responds 
with a message including facility 1's name and key, all 
encrypted with the private key of center 1 1 . 

Now, anyone can open that message with the pub- 
lic key of center 1 1 , since the encryption algorithm is 
symmetrical; but it is very difficult to create a false mes- 
sage, since the center 1 Vs private key, which was used 
to create the message, is unknown to the public. 

Facility 1 can transmit that encrypted digital mes- 
sage "as is" to a desired addressee, facility 3 for exam- 
ple, to say in effect "I claim to be facility 1, and this is 
truly my public key, as attested by the center 1 1 which is 
known and accepted by both of us". Facility 3 opens the 
received digital message with the known center's public 
key, thus ensuring that the public key for facility 1 is that 
as claimed. 

In case the digital message is intercepted by an 
impersonator and subsequently used for communica- 
tion with facility 3 for example, the communication hand- 
shake will fail since the impersonator will not be able to 
decrypt the answer from facility 3, since it doesn't pos- 
sess the facility 1 's private key. 

Because of this added protection, an open link (not 
encrypted) can be used by any user to ask the center 1 1 
about its own or any other user's public key; the center's 
response, the encrypted message, can be used in an 
open link with another user to establish a secure link 
between any two users. 

With each user storing a digital message including 
the encrypted center's answer regarding its own public 
key, no further communications with the center 1 1 are 
required nor a list of other users has to be kept, in order 
to establish secure communications therebetween: 
Each user sends to the other its own identification, the 
encrypted message from center 1 1 containing its own 
public key; each user decrypts the received message 
with the known center's public key, and each user is 
sure that that is the true key of the other. That public key 
is then used for subsequent communications hand- 
shake and data transfer. 

The encrypted response message sent from center 
1 1 may contain the response date and time, in addition 
to the key and the key user's identification. 
That date and time may be used to ensure that an 
updated key (not obsolete) is used. 

Advantages of the abovedetailed method: the 
center can be accessed on an open line (not 
encrypted), without self identification. This protects from 
disinformation by an intruder at the center. For example, 
a fraudulent center operator or a fraudulently inserted 
routine may wait for the inquiries of a specific user, and 
respond falsely only to selected users which they desire 
to attack, for maximum damage and difficulty of detec- 



tion. By using open inquiries, without self identification, 
this danger is minimized. 

Various key management device implementations 
will occur to persons skilled in the art, like using a DIP 

5 switch or solid state memory for the encryption key set- 
ting, or a link to a personal computer. Solid state mem- 
ory devices may include EEPROMs, flash memory, 
CMOS RAM or other device known in the art. Comput- 
ing means may be used to compute new encryption 

w keys or key pairs for public encryption. 

A plug-in device may contain the keys, which device 
may be programmed at the key distribution center, then 
inserted by the user in the key management device; this 
ensures easy key updates as required, together with 

15 good physical protection. For example, the plug-in 
device may be kept in a safe while not in use. 

Each user equipment can include a key generation 
machine, that is a processor which accepts a random 
number from the user and generates a key pair (a public 

20 key and a private key). Only the public key is transmitted 
to the center or otherwise displayed; the private key is 
kept secret, inside the machine, and is only used to 
decrypt or encrypt messages. This apparatus and 
method allow to generate new keys whenever the user 

25 so desires, and the private key is securely kept. 

The random number from the user is optional; 
where desired, an internal random numbers generator 
can be used, or a time- related number may be used to 
generate the key pair. 

30 The method for use of the equipment including the 
key generating machine will now be described by way of 
example. 

The method used for the initial key pair generation: 

35 id. The user is given the equipment, for example 
the cellular telephone or remote control unit, at an 
authorized distribution center; the user is physically 
identified there, for example by means of an identi- 
fication card or driver license. Thus, the center is 

40 sure that the equipment was delivered to the per- 
son which is supposed to receive it; 

2d. The equipment is activated to generate an 
encryption key pair, that is a private key and a pub- 
45 lie key. The private key is never displayed or trans- 
mitted, but is only kept inside the equipment. The 
public key is displayed and/ or transmitted by a dig- 
ital channel to the center; 

so 3d. The user- related information is registered (writ- 
ten) in memory means in the center, that informa- 
tion including the user identification details and the 
public key generated as detailed in (2d) above; and 

55 4d. Anyone can now ask the center what is the pub- 
lic key of that specific user, and the inquirer will be 
given a reliable answer, that is encrypted with the 
center private key, that that indeed is the public key 
for the user as asked; the user can ask about his 
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own key, and will be given a reliable, encrypted 
answer as well. 

Another implementation of (2d) above, for use in a 
cellular telephone, consists in using facilities in a cellular 
telephone company center to compute and load new 
keys, for example by connecting to terminals in that 
center. 

Still another implementation of (2d) above uses an 
external key generating machine carried by a cellular 
telephone representative. The machine has the 
processing ability required for key generation, but has 
no internal memory to keep the generated keys. Thus, 
the machine is connected to a cellular telephone, it gen- 
erates the key pair and transfers the keys to the cellular 
telephone. 

The method used for subsequent key pair update: 

1e. The user connects the center and identifies 
himself, that including the following steps: He/ she 
receives a random data block from the center, 
encrypted with user's public key; the user decrypts 
that message with his private key and encrypts it 
back with the center's public key; the encrypted 
message is sent back to the center; the center 
decrypts the message with center's private key and 
verifies that indeed the received message is identi- 
cal with the transmitted message, this being proof 
of user's identity; 

2e. The equipment is activated to generate an 
encryption key pair, that is a private key and a pub- 
lic key. The private key is never displayed or trans- 
mitted, but is only kept inside the equipment. The 
public key is encrypted with center's public key and 
is transmitted by a digital communication channel to 
the center; 

3e. The center decrypts the message with its pri- 
vate key, thus reliably receiving the new, update 
user's public key; and 

4e. The new, updated user- related information is 
registered (written) in memory means in the center, 
that information including the user identification 
details and the public key generated as detailed in 
(3e) above. 

This method allows for a distributed center struc- 
ture, with small local centers for user keys initial setting 
and subsequent update. Each local center then trans- 
mits the updated public key to the regional or worldwide 
center. 

Another implementation of (2e) above uses an 
external equipment to compute and load the key pair 
into the cellular telephone, as detailed in connection 
with step (2d) above. 

Another variation of (2e) above would be to the user 
to encrypt the new key with that user's old private key, 



then the center using the old user's public key to decrypt 
it. 

Still another variation of (2e) would be to the user to 
send the new public key without any encryption at all, 

5 since the public key is not secret. 

If the equipment containing the private key is lost, 
the system security is preserved by the following 
method: The user, as soon as he detects the equipment 
loss, notifies the center accordingly The center then 

w records that that user's public key is obsolete, and any 
other user asking for that user's public key will be noti- 
fied accordingly. 

The user can load a new key pair while he reliably 
identifies himself, for example as detailed in method 

is (id) to (4d) above. 

An optional watchdog circuit can be attached to the 
private key memory means. If a predefined time limit is 
exceeded without the equipment being used or updated 
from center, then it is assumed that the equipment was 

20 lost, and the private and/ or public key is destroyed. 

The user equipment may include a complete mes- 
sage from center, that message including (user's name; 
user's public key; expiry date or last update date) all 
encrypted with center's private key. This allows the user 

25 to identify himself for safe communication purposes, as 
detailed above. The user can update his public key with 
the center anytime he desires, for example if he sus- 
pects the previous key was compromised; an impostor 
having a copy of the old message from center will not be 

30 able to use the old copy subsequent to that public key 
update. 

If unauthorized attempts at reading the private key 
are detected, then the private key is destroyed as welt. 
Additional physical key protection means can be used, 

35 for example the key generation machine is mounted in a 
cellular telephone; the user personally keeps that tele- 
phone, thus protecting the private key. 

This method for user authentication and selective 
data dissemination can be used in financial transac- 

40 tions, for example to pay with credit cards through inse- 
cure links, and where the payee himself may be 
unreliable as well. 

A method to achieve that goal is as follows, for example 
while User desires to buy an article from Seller, and to 
45 pay using his credit card, for example Visa: 

1f. User decides on the article to buy and finds its 
price; 

2f. User encrypts the information (Seller details; 

so article price; User credit card number and expiry 
date) with the Visa public key; 
3f. User sends his/her order to Seller, including the 
encrypted information as per (2f) together with the 
nonencrypted information, including ( Seller details; 

55 desired article details and price; User details, like 
name and address); 

4f. Seller encrypts the whole message as per (3f), 
including the clear and the encrypted parts, with 
Visa's public key and sends it all to Visa; 
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5f. Visa decrypts the message using its private key 

once or twice as required, verifies the integrity of 

the whole message and checks User's credit, and 

prepares a sales authorization message; 

6f. Visa encrypts the sales authorization message 

with the private Visa key or seller's public key and 

sends the message to Seller; and 

71 Seller decrypts the message with Visa public key 

or his private key according to the key used at 

encryption, thus receiving a secure, provable and 

untamperable with authorization to that sale. 

The abovedetailed method offers the following ben- 
efits: User's credit card details (card number, expiry 
date) are protected from eavesdroppers on the commu- 
nication channel and from Seller, since these details are 
encrypted with Visa's key, which only Visa can read; 
thus, no unauthorized use of User's card information 
can be made. Seller can't tamper with the price, since 
Seller has no access to the encrypted sales price data. 
Seller can prove that he received Visa approval for that 
sale, since only Visa can encrypt that authorization 
message with Visa's private key. 

In another variation, User encrypts the information 
sent in (3f) above with Seller's public key, to ensure no 
unauthorized person can read the order details at all. 
Only Seller can decrypt the information and read it 
using his private key, thus preserving the information 
integrity on one hand, and providing proof that Seller 
received User's order on the other hand. 

User can save Seller the effort to connect Visa to 
verify User's credit, as follows: User connects Visa 
before buying from Seller, and ask for a credit verifica- 
tion; Visa sends a package to User, including (User's 
details; credit approval and/ or credit limit; time and date 
stamp) all encrypted with Visa's private key; User sends 
that package to Seller; Seller opens the package with 
Visa's public key, thus accepting Visa's approval for the 
sale. 

This method can be used to implement a debit or 
money card, since each time a sale is authorized, Visa 
deducts the amount of that sale from that user's credit, 
until a limit is reached and no sales approvals are 
issued thereafter. 

For regular plastic credit cards, the information 
recorded on the magnetic stripe may be encrypted as 
well, to protect the information in the card. Encryption is 
done using Visa's public key for example. The reason is 
that the information is passed to Visa anyway for 
approval and payment to seller, and only Visa actually 
needs the information stored in that card. It is safer that 
the information in the card should not be displayed to 
seller nor be stored in seller's data storage means. 

That approval service may also be performed by an 
independent services provider, for example an insur- 
ance firm; that firm can offer insurance and approval 
services, with fees varying according to the update/ver- 
ification rate: if more frequent verifications are made, 



then a lower fee may be asked for, since the risk is 
lower. 

The method can be used to establish cellular phone 
links, and to protect wireless remote control devices, for 

s example car locks or garage openers. For that purpose, 
the cellular local center (or the garage) sends an 
encrypted message to User; user decrypts it with his 
private key, thus proving his identity; this reliable identi- 
fication method thus prevents unauthorized use of cellu- 

w lar telephone services by an impersonator; similarly, a 
garage opening device or a wireless car lock system 
can be protected from unauthorized use. 

Thus, reliable identification of the.parties to a new 
communication session can be performed, that is each 

75 party can ascertain the identity of the other party The 
reliable identification can be performed between parties 
which had no previous communications therebetween, 
the parties being strangers to each other and at sepa- 
rate locations, remotely located; the identification proc- 

20 ess uses the same data communication link as the data 
communication to be performed after the identification 
stage. The abovedetailed secure communication 
means can also be used for fax communications as 
well. 

25 The abovedetailed system and method allow a per- 
son on the move to establish secure communications 
with another person, from anywhere to any place on the 
globe. 

Various data communication means can be used, for 

30 example telephone lines, radio wireless, noncontact 
means like ultrasound or magnetic or capacitive. Acous- 
tic couplers can be used to connect to a telephone line 
without disconnecting the telephone or the lines, but 
through the telephone microphone and speaker, like 

35 that used in modems. 

Magnetic induction means may be used to connect 
to the telephone lines, for example using a ferromag- 
netic loop placed around a telephone wire; a second 
winding on that ferromagnetic loop generates alterna- 

40 tive signals, which are induced in the telephone lines 
without disconnecting these lines. The alternative sig- 
nals contain the desired information to be transmitted. 

Similarly, electrical signals may be induced into a 
magnetic card reader in a way similar to that used by the 

45 credit cards; again, the alternative signals contain the 
desired information to be transmitted. 

The key management device contains a connector 
for connecting a plug- in device containing the encryp- 
tion key storage means; the plug- in device contains a 

so corresponding connector and a nonvolatile memory for 
storing the key while being disconnected from the key 
management device. 

This allows for the key to be transportable, to be carried 
to the center for programming, or for being kept in a safe 
55 place. 

According to the structure and capabilities of 
encryption machine 21, machine 21 may be used to 
encipher/ decipher messages with center 1 1 and key 
setup messages with facility 3. or additional encryption 
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means in controller 314 may be used for that purpose- 
Therefore, the key distribution device can use the 
encryption and dialing facilities of the existing encryp- 
tion machine, or these features may be incorporated in 
the key management device. 5 

The device may include a "CLEAR/SECURE" 
switch, which is set by the user to start controller dialing 
and secure communication establishment. 

The secure communication device can include a 
display, for communication related data and the details io 
of the partner to the communication session. Thus, after 
secure key exchange and secure communication link 
establishment, each party can see the name and details 
of the other party; each party can thus ensure that he is 
speaking with the desired person. 75 

Various means for key distribution center 1 1 can be 
used, like automatic dialer identification, together with 
said dialer information being stored in the distribution 
center for comparison with the actual reading. This fea- 
ture may be optional, to also support users which don't 20 
have this capability or where the calls pass through a 
switchboard. 

A free key distribution service can be provided to 
qualified users, like the use of a 800 number in the 
U.S.A., or an 177 number in Israel. 25 

Suitable means are required to protect the center's 
public key. One possibility is frequent key changes, and 
public notification, for example by proper publications 
such as BBS' or other data bases. 

Center 11 may comprise a centralized structure 30 
with one large computer with communication to remote 
locations, or a distributed secure network of local cent- 
ers, with countrywide or global total coverage. 

The method of operation of the center in the 
present invention will now be detailed in comparison 35 
with existing key dissemination centers. 

PGP key management: PGP maintains a public 
server containing a list of public keys. PGP server 
accepts and maintains a file with a collection of identifi- 
cation packages (KeylD). Each identification package K 40 
includes the name and details of a key holder A, 
together with his/her public key, which are signed 
(authenticated) by a third party B which encrypts the 
package with his/her private key. 

Another party C desiring to communicate with a key 45 
holder A searches for an identification package K 
signed by someone known/ accepted by them, thus 
"ensuring" that that is the true key, which truly belongs 
to the person as claimed; the third party is 
"known/accepted" in the sense that B believes that its so 
encryption key pair are as claimed and are not compro- 
mised. 

Since any single third party B may be unknown to 
the other party C, key holder A submits a plurality of 
identification packages Ki, each signed by a different 55 
third party Bi; another party C desiring to communicate 
with B searches all the packages Ki belonging to A, until 
he finds one signed by a third party Bj known to him. Bj 
is the "common acquaintance" to A and C. 
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Thus, the PGP server maintains a file with a collection 
of identification packages for a multitude of users, and 
with a plurality of packages for each user. Thus it may 
be difficult to keep this vast quantity of information to 
disseminate it to users. 

Another key dissemination method is employed by 
VeriSign, which distributes digital "certificates" valid for 
a long time period (for example 5 years). A certificate 
includes the name and additional information for a user, 
together with the public key for that user and the expiry 
date of the certificate, all encrypted with the private key 
of the issuing authority. 

Another certificate is issued to that first issuing authority 
by a higher second authority, that certificate including 
the public key and additional information for that first 
issuing authority, and so on. 

This is a hierarchical authorization structure, with 
user A bringing signatures from persons/ entities Bi at 
several levels, until a level high enough is reached 
which is also part of the hierarchy of C, thus establishing 
the key transfer which is authorized by the common 
accepted third party. 

A great effort is put into ensuring the identity of a 
user before issuing a certificate, and in keeping the cer- 
tificates; however, a certificate once issued may be 
compromised during its long lifetime, in which case it is 
difficult to replace it; the other party may not known that 
the key is compromised, and may not ask the center 
about the validity of the certificate (since it is within the 
validity period). 

The center has no control over the use of an issued 
certificate while the certificate is still valid, during the 
long period as set at issue time; only the "black list" at 
the center may give a warning to that effect, but that can 
only prevent communications. A reliable key has yet to 
be exchanged between the parties, which is difficult in 
this case. 

Users of this system are encouraged to keep a local list 
of certificates, but this does not solve the abovemen- 
tioned problems, although it may reduce the workload 
on the center. 

The center in our invention, however, contains a 
single package for each user for any specific key; the 
same user may maintain several keys, for different uses 
or levels of security or under different pseudonyms or to 
be assigned each to a specific person holding a specific 
position. 

This key management method is beneficial in situations 
where a person changes position in a firm; the new per- 
son in the job will not be able to read mail addressed to 
the previous person, since the new person will be given 
a new key pair. PGP server and the other centers can- 
not cope with such a situation in an easy manner. 

In the present invention, the center checks the 
validity of the identification package by identifying the 
user, for example by his/her holding a valid credit card 
and/or calling from a specific location or phone number. 
This is a lower level of security, implemented by less 
severe user identification than the other methods, with 



12 



BNSOOCID:<EP 0738058A2> 



23 



# 



EP 0 738 058 A2 



the express purpose of providing an easily accessible 
and usable method of key dissemination for the com- 
mon people; this level of security, however, is main- 
tained all the time with the presented method of easy 
issue of updated certificates at frequent times; thus, the 
present method is overall more secure than other meth- 
ods, and it is also more easier to use. 

If required, a subset of the certificates may include 
a higher level of security, based on more stringent user 
identification for example. This can easily be integrated 
in the present invention. But for widespread use, even 
users in that more secure subset are likely to use certif- 
icates issued at the lower level, to communicate with the 
majority of the users. 

The center issues a certificate which is a digital file/ 
document containing the name/pseudonym and details 
for a user, together with his/her public key and the issue 
date, all encrypted with the private key of the center. 
The center ensures there are no duplicate user 
names/pseudonyms; new names can be added with rel- 
ative ease, but to change an existing name the center 
has to approve the transaction, thus achieving better 
user key protection. 

To ensure key validity in VeriSign, each package 
includes an expiration date. Each key is intended to be 
used for the whole period as planned, for example one 
year or two or five years. This is a weak link for other 
systems as well, for example RSA. As the key 
approaches its expiry date, the chance of its being com- 
promised increases, and more verification requests will 
be placed with the center. 

In our invention, however, the method is such that the 
identification package includes the issuing date, such 
that any other party can estimate the validity and relia- 
bility of the key therein. Any key update results in a new 
updated package, which is available to all. 

PGP does not manage the key information, for 
example by checking the validity of the information or by 
preventing name duplications. 

If a key is compromised, it is practically impossible 
to remove it from the server; PGP and RSA only keep a 
second list (the black list) of disabled or canceled keys, 
and users are advised to check that list to ensure key 
reliability. 

A compromised key cannot be reliably removed since, 
although that key can be physically deleted, the PGP 
server cannot prevent a package containing the same 
key from being reloaded by anyone; since an unknown 
number of users may hold copies of the signed package 
with that key, any one of them may reload the key into 
the PGP server. 

This has the disadvantage that the second list (the 
black list) will be under severe overload stress, since 
any user receiving a package near the expiry date will 
presumably want to check it for validity; any other user 
desiring to communicate sensitive information will prob- 
ably desire to check the key as well. 

In our center, however, there is no second, "black'* 
list but only a reliable list of certificates. The owner of a 



key may update it at any time, so a compromised key 
will not have severe repercussions- the user just 
changes it and receives an updated certificate with a 
new date embedded therein. The user presents that 

5 certificate to other parties to establish secure communi- 
cation therewith. There is no need to keep lists of certif- 
icates or keys, since an updated key is presented by the 
other party with each new communication transaction. 
All is needed is an updated public key of the center sup- 

w porting these transactions, to use in checking the pre- 
sented certificates. 

The other party to a communication transaction can 
always chose to check the key by accessing the center; 
the center issues updated certificates to anyone, attest- 

75 ing to the validity of the key for any desired user. There 
is no need to read a black list and therefore there is less 
load on the center. 

The user, while establishing an account with the 
center, is given a "cancellation code", that is an identifi- 
ed cation code for key changes or cancellation purposes. 
Only change request thus authorized will be honored, to 
prevent the files from unauthorized changes. 

If the private key of the RSA or other similar centers 
is compromised, this results in a "catastrophe" accord- 

25 ing to their explanation, since anyone can impersonate 
other users. This is a "total loss" situation. All existing 
keys and identification packages must be updated, each 
with its multiple approvals. 

In our invention center, however, if the private key of 

30 the center is compromised, then a user should not 
accept an old certificate which may be affected by that 
key, but should ask for a new certificate or access the 
center for an updated, reliable certificate. Thus it is eas- 
ier to recover from an occurrence of a compromised key 

35 of the center. Even if someone succeeds in finding the 
private key of the center, they still cannot impersonate 
the center, that is they cannot answer phone calls 
placed with the center. Any user suspecting a certificate 
presented to him has the option of calling the center to 

40 get a reliable, updated version of the certificate which 
cannot be tampered with. Thus, the physical phone con- 
nections of the center provide a still higher level of secu- 
rity protection in our invention. 

The key distribution center in our invention func- 

45 tions like a phone information service, that is service 1 - 
411 in the U.S., or 144 in Israel. It provides an updated 
certificate including the user identification and his public 
key to anyone, that is to any anonymous caller. 
Unlike the phone information service, however, the key 

so distribution center in the present invention allows for fre- 
quent changes in the certificates issued. 

In PGP, people are encouraged to keep local lists 
with keys for desired correspondents; this is especially 
important since keys are to be authorized by third par- 

55 ties; in RSA, certificates are issued for a long period of 
use. 

No such local keys lists are needed in the center in our 
invention, since the center holds the most recently 
updated key for each user, available to all; each user 
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can hold a certificate of/ for himself, with a recent 
authorization, to be presented to another party as 
required. 

Another user of public key encryption is the PC Fax 
program package offered by Microsoft under Windows. 
This package facilitates the transmission of FAX mes- 
sages which may be optionally encrypted. The FAX may 
be encrypted using a password or a digital key, which 
are conceptually the same. It uses a public key and a 
private key, under the "Fax Security/Advance Security" 
menu. 

Again, they face the same problem of reliable key 
dissemination. Microsoft advises to exchange diskettes 
containing the key, clearly a difficult to use method. 

A public key can be exchanged by communication 
means, and again there is the problem of identifying the 
other party- how one is to know that the answering party 
is truly the person it claims to be. This lack of a practical 
solution attests to the need which is filled with the 
present invention, of reliable key management and dis- 
semination using reliable certificates including the pub- 
lic key and information for each user. 
In the method described in the present invention, the 
problem faced by Microsoft is easily solved: Each party 
sends its certificate to the other, and a secure link is 
immediately established. The certificate exchange 
method can be easily integrated in the fax communica- 
tion program provided by Microsoft. This is an indication 
of the nonobviousness of the present invention, which 
addresses a hitherto unsolved problem. 

Another use of the present method of key dissemi- 
nation is to access remote databases or other informa- 
tion services on an irregular basis. With the proliferation 
of remote information services, it is practically impossi- 
ble for any single user to subscribe to all of them. 
The subscription is necessary for the service provider to 
charge the user for the service as provided. 
It may be difficult or not economic for the information 
providers as well to handle a multitude of users, each 
using the database to only a small extent. 
Usually the information is accessed from a remote site 
through data communication links like the Internet. 

In this application, the key management center acts 
as a user authorization party, by assigning to interested 
users a certificate which enables them to access a mul- 
titude of databases. 

The method includes the following steps: 

1g. The key management center signs agreements 
with a multitude of information providers, for the 
providers to accept irregular users which are 
authorized by the center as attested by presenting 
a digital certificate issued by the center, and to 
charge the center for the services provided; 

2g. the center accepts and authorizes users to use 
the information services it has business relations 
with, including the steps of: 



A. a user accesses the center from a remote 
site; 

B. (optional) the user downloads from the 
center a software package to generate an 

5 encryption key pair and maybe a communica- 

tion routine for subsequent communication with 
the center; 

C. the user identifies himself/herself, for exam- 
ple by providing a name or pseudonym, and a 

w credit card number, which may be encrypted 

using the center's public key or the key pair 
generated in (B) above; 

D. the center checks the validity of the credit 
card; and 

75 E. if the credit card is valid, then the user is 

issued a certificate which includes the informa- 
tion supplied by the user and additional 
optional information like the issue date and 
center details, all encrypted with the private key 

20 of the center; and 

3g. the user thus authorized accesses the desired 
remote services, presents the certificate and is 
accepted as a user of that service. 

25 

Other embodiments of the abovedetailed method 
are possible, for example in (C) above the user may pro- 
vide not the explicit credit card number but an encrypted 
package containing that number, for example encrypted 

30 with the public key of the credit card issuer; then in (D) 
the center sends that package to the card issuer which 
opens it using its private key and issues a transaction 
authorization to the center, while the center has no copy 
of the credit card itself. This method may prevent the 

35 card number being misused or getting into the wrong 
hands. 

The software package sent to a user in step 2g(B) 

above may be itself encrypted with the private key of the 

center, to protect from tampering with that software 
40 which is an important constituent of the abovedetailed 

method, since the encryption key has to be generated 

by a secure method. 

The service provider may charge directly the user 

for the service as provided, using the credit card 
45 number if included in the certificate, or it may charge the 

center which issued the certificate, which in turn may 

charge the end users. 

Another application of the method detailed above is 

caller identification, with the subsequent communication 
so being either encrypted or not. Caller identification is 

implemented by the exchange of certificates as detailed 

above. 

Caller identification may be beneficial in a wide vari- 
ety of applications, for example telephone, fax, cellu- 
55 lar/wireless phone, computer communications, remote 
control/ base station, access control. Present caller 
identification methods may identify a phone number 
belonging to a firm or organization, but there is no iden- 
tification of a specific user or telephone within that 
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organization. This problem is solved with the present 
invention. 

The user's encryption machine may include display 
means for displaying the other user identification infor- 
mation which is included in the received certificate. This 5 
may include the real user's name or a nickname or a 
pseudonym, together with a company name and that 
person's position. This provides for easy and reliable 
identification of the parties involved in a remote commu- 
nication transaction. w 

Since the certificate includes the issue date, its 
validity may be limited as desired, according to applica- 
tion and circumstances. For example, access control to 
a parking lot may be permitted with a monthly permit in 
one season, whereas a weekly permit may be required 75 
in another season. 

These flexible time limits can be easily enforced with 
present computer technology implementing the method 
detailed in the present invention. 

The certificates issued according to the present 20 
invention may optionally include a list of authorizations 
or actions permitted for that user to do, or databases to 
access, or permitted operations in those databases. 
The authorizations may be based on the user track 
record or experience or credit rating or security/ identrf i- 25 
cation level. 

This offers the benefit that each user is given access to 
facilities or is allowed to perform operations without the 
need to recheck their authorization each time they 
access the system. 30 

Claims 



1 . A center (1 1) for safe key distribution to authorized 
and/or unauthorized users (1,2,3), to facilitate 
establishing a safe communication link, including: 



35 



(A) Computer means for storing a list of said 
users and their respective encryption keys, for 
retrieving data from and updating said list, for 40 
preparing digital messages for said users and 

for performing related control functions, 
according to predefined procedures and 
received digital messages from said users; and 

(B) Channel interface means for connecting 45 
said computer means in said center to said 
users through a communication channel to 
receive and transmit said digital messages with 
said users. 

50 

A center for safe key distribution as claimed in 
Claim 1, wherein each of said digital messages 
includes information identifying one of said users 
(1,2,3) and its corresponding said encryption key, 
all encrypted with the private key of said center ss 
according to a public key encryption algorithm, with 
the other key being made public and known to said 
users and/or to the public. 



A center for safe key distribution as claimed in 
Claim 2, wherein each of said digital messages fur- 
ther includes information relating to the time of 
issue of said message. 

A center for safe key distribution as claimed in 
Claim 2, wherein each of said digital messages fur- 
ther includes information relating to the authoriza- 
tion of said user to perform specific actions or 
operations. 

A method for facilitating occasional users to access 
a multitude of remote databases or other informa- 
tion services on an irregular basis with the support 
of an authorization center, including the steps of: 

(A) The key management center signs agree- 
ments with a multitude of information and/or 
services providers, for said providers to accept 
irregular users which are authorized by said 
center as attested by presenting a digital certif- 
icate issued by said center, and to charge said 
center for the said information/services pro- 
vided; 

(B) said center accepts and authorizes said 
users to use the information services it has 
business relations with, including the steps of: 

(1) a user accesses the center from a 
remote site; 

(2) the user identifies himself/herself, for 
example by providing a name or pseudo- 
nym, and a credit card number, which may 
be encrypted using the center's public key; 

(3) the center checks the validity of the 
credit card; and 

(4) if the credit card is valid, then the user 
is issued a certificate which includes the 
information supplied by the user and addi- 
tional optional information like the issue 
date and center details, all encrypted with 
the private key of the center; and 

(C) the user thus authorized accesses the 
desired remote services, presents the certifi- 
cate and is accepted as a user of that service. 

A method for facilitating occasional users to access 
a multitude of remote databases or other informa- 
tion services as claimed in Claim 5, further includ- 
ing the steps: 

(1a) (after step 1) the user downloads from the 
center a software package to generate an 
encryption key pair and maybe a communica- 
tion routine for subsequent communication with 
the center ; and 
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(4) (to replace step 4 above) if the credit card is 
valid, then the user is issued a certificate which 
includes the information supplied by the user 
and additional optional information like the 
issue date and center details, all encrypted 5 
with the private key generated in step (1a) 
above. 

7. A key management device attaching to each one of 

a plurality of user's (1) encryption machines (21) for jo 
the purpose of public key distribution, and includ- 
ing: 

(A) Channel interface means (41) for connect- 
ing with another user (2) or a key distribution 75 
center (11) through a communication channel 
(103), to transmit and/or receive digital mes- 
sages containing information identifying said 
user and said public key for said user; and 

(B) Key management controller means (314) 20 
for accepting the desired addressee or initiator 

pp*- - , ™ -*detail$^ 

through said channel interface, and for transfer- 
ring said key to said encryption 
machine.onnected to said channel interface 25 
and to said encryption machine. 

8. A key management device as claimed in Claim 7, 
further including display means for displaying the 
other user identification information included in the 30 
received certificate, said identification information 
including the real user's name or a nickname or a 
pseudonym and/or a company name and/or said 
user's position in said company. 
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